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SELECT ALGORITHM 
& BIT RATE 
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RETRIEVE PREVIOUSLY CALCULATED 
RATE FACTOR RsTORED 
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ENCODE DIGITAL CONTENT & DISPLAY 
PROCESS USING RsTORED 
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CALCULATE CURRENT 
RATE FACTOR RcURRENT 
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ENCODE DIGIT 
DISPLAY P 
USING 


AL CONTENT & 
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Rnew 



update rate factor 
Rnew = avg (Rstored +Rcurrent) 
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INDEX INTO CONTENT PROVIDER'S 
DATABASE(S) USING IDENTIFIER 
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CREATING DIGITAL CONTENT 
FOR ELECTRONIC DISTRIBUTION 
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DETERMINE AUDIO COMPRESSION 
LEVELS & AUDIO COMPRESSION 
QORITHMS TO BE USED FOR ENCODING 
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SCHEDULE DOWNLOAD 




^ USER STARTS A DOWNLOAD 
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Autostart CD if available, else manually launch Autorun.exe 










1904 


Begin selecting and playing digital content samples such as music, 
video or other multimedia. 
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Select content to purchase and bring up secure communications with 
for payment to a third party. 
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Payment authorization is received, from a payment authorization 
house such as an Electronic Digital Content Store sending a modified 
Transaction Secure Container. 
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The process continues as described in FIG. 5 for the reception of the 
Transaction SC, but the encrypted digital content is stored on the CD 
and not downloaded from a Content Hosting Site. 
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GEKERATE TIME STAMP (T_LAST) 



GENERATE KEY USING 
(1) BASE KEYWRITE (KEY_BASE) + 
(2) TIME STAMP (T_LAST) + 



WRITE HEADER 
SECTION WITH A 
ROW SIZE INDICATOR 



ENCRYPT DATA 
SECTION USING NEW 
GENERATED KEY & 
WRITE DATA SECTION 
TO LC LIBRARY FILE 



ENCRYPT EACH 
ID/ROW USING NEW 
GENERATED KEY & 
WRITE EACH ID/ROW 
SECTION TO 
LIBRARY FILE 



WRITE TRAILER SECTION 
INCLUDING AN OFFSET TO THE 
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ASSIGN T_FIRST TO 
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WRTTE FLOW 
FOR UPDATES 
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GENERATE TIME STAMP (T_LAST) 
USING PREVIOUS T LAST 



GENERATE KEY USING 
(1) BASE KEYWRITE (KEY_BASE) 4 
(2) TIME STAMP (T_LAST) + 
(3) UPDATES NUMBER 



MOVEFILE 
POINTER TO THE 
BOTTOM OF FILE 



ENCRYPT UPDATE DATA 

SECTION USING NEW 
GENERATED KEY & WRTTE 
DATA SECTION TO LC 
LIBRARY FILE 



ENCRYPT EACH 
ID/ROW USING NEW 
GENERATED KEY & 
WRITE EACH ID/ROW 
SECTION TO LC 
LIBRARY FILE 



WRITE UPDATE 
TRAILER SECTION 



READ FLOW 
FIG. 25 A 
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GET BASE SYMMETRIC KEY 
FROM KEY DATABASE 
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GET DATABASE FILE AND READ VERSION 
NUMBER OF FILE FROM HEADER 
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READ REFERENCE 
TABLE BASE ON THE 
OFFSET SPECIFIED M 

TRAILER SECTION 



DECRYPT THE REFERENCE 
TABLE BASED ON THE 
GENEKRATED KEY 
(KEY_CUR) 
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READ UPDATE 
REFERENCE TABLE 

BASE ON THE 
OFFSET SPECIFIED 
IN TRAILER 
SECTION 



DECRYPT THE UPDATE 
REFERENCE TABLE BASED 
ON THE GENERATED KEY 
(KEY_CUR) 



READ EACH ID/ROW FOR 
TO THE DATA TABLE AS 
SPECIFIED ROW EN 
REFERENCE TABLE 



READ EACH ID/ROW FOR 
THE DATA TABLE AS 
SPECIFIED ROW IN UPDATE 
REFERENCE TABLE 



DECRYPT THE DATA (CONTENT 
DATA & META DATA) BASED ON 
GENERATED KEY (KEY_CUR) 




POPULATE THE EACH ID/ROW 
OFFSET IN THE DATA TABLE 
WITH DATA 
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DISPLAY 
ERROR 
MESSAGE 



DECRYPT THE UPDATE DATA 

(CONTENT DATA & META 
DATA) BASED ON GENERATED 
KEY (KEY_CUR) 



POPULATE THE EACH 
ED/ROW OFFSET IN THE 
DATA TABLE WITH UPDATE 
DATA 



CALCULATE THE NEW 
TIMESTAMP (T_CUR) 
BASED ON THE T_PRE 



